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Abstract The freedom of thought (FdT) has
recently gained attention in human rights scholar-
ship, emerging as a key component in the human
rights protection of the human mind. However, this
newfound interest has exposed significant gaps in the
protection offered by the FoT. While the underdevel-
opment of the FoT is mainly examined in relation to
the mind’s vulnerability to emerging neurotechnolo-
gies, there are numerous other ways to interfere with
the privacy, freedom, and integrity of the mind. Con-
versations, education, online marketing, and abusive
indoctrination programs can all interfere with indi-
vidual’s minds. These different forms of mind inter-
ventions (MIs) appear to pose varying degrees of
threat to the FoT, particularly to the right not to have
one’s thoughts impermissibly altered. Despite this,
the theoretical exploration of the impact of differ-
ent Mls on this aspect of FoT remains largely unex-
plored. This article explores the core of the right not
to have one’s thoughts impermissibly altered. First,
the current shortcomings in the conceptualisation of
FoT will be outlined. Second, the article defines mind
interventions to delineate the scope of the analysis.
Third, it introduces a normative framework to iden-
tify Undue Mind Interventions (UMIs). To this end, a
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general maxim will be presented: a MI qualifies as an
UMI when the agent intentionally undermines a sub-
Ject’s mental autonomy by bypassing, distorting, or
disarming the mental abilities that enable it. The core
elements of this maxim will be detailed. Finally, the
impact of this normative assessment on the meaning
of FoT will be discussed.
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Introduction

The freedom of thought (FAT) has recently gained atten-
tion in human rights scholarship, emerging as a key
component in the human rights protection of the human
mind. However, this newfound interest has exposed sig-
nificant gaps in the protection this freedom offers. While
the underdevelopment of the FoT is mainly examined in
relation to the mind’s vulnerability to emerging neuro-
technologies, there are numerous other ways to interfere
with the privacy, freedom, and integrity of the mind.
Conversations, education, online marketing, and abusive
indoctrination programs can all interfere with individu-
al’s minds. These different forms of mind interventions
(MIs) appear to pose varying degrees of threat to the
FoT, particularly to the right not to have one’s thoughts
impermissibly altered. Despite this, the theoretical
exploration of the impact of different MIs on this aspect
of FoT remains largely unexplored.
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This article explores the core of the right not to have
one’s thoughts impermissibly altered. First, the current
shortcomings in the conceptualisation of FoT' will be
outlined. Second, the article defines mind interventions
to delineate the scope of the analysis. Third, it intro-
duces a normative framework to identify Undue Mind
Interventions (UMIs). To this end, a general maxim will
be presented: a MI qualifies as an UMI when the agent
intentionally undermines a subject’s mental autonomy
by bypassing, distorting, or disarming the mental abili-
ties that enable it. The core elements of this maxim will
be detailed. Finally, the impact of this normative assess-
ment on the meaning of FoT will be discussed.

Freedom of Thought and the Normative
Qualification of MIs

In recent years, legal scholars have sought to clarify
the freedom of thought (FoT) to protect the privacy,
autonomy, and integrity of the forum internum—the
inner sanctum where mental faculties are developed
and exercised [1].! Despite being fundamental to
many other rights and freedoms, the FoT has received
sparse attention in legal doctrine and case law, result-
ing in its unclear scope and meaning. This dilutes
its practical utility as a legal safeguard to protect the
forum internum against undue interferences.” In 2021,
the UN Special Rapporteur on freedom of religion or
belief (SR) issued a first substantive report on FoT,
outlining its core elements and identifying practices
that violate this freedom [1]. The FoT includes: i) the
freedom not to reveal one’s thoughts, ii) the freedom
from punishment for thoughts, iii) the protection from
impermissible alteration of thought, and iv) a state’s
obligation to ensure an enabling environment for free
thought. This analysis focuses on the protection from
impermissible alteration of thought. While this is an
established human rights protection, the definition
of “impermissible alteration” remains unclear. Not
every form of persuasion violates the FoT. However,

! While acknowledging the dual structure of the FoT, protect-
ing both an internal space for thought (forum internum) and an
external space for its expression (forum externum), this analy-
sis will solely focus on the former.

2 While crucial for shaping the FoT, this article does not focus
on the question of which mental states fall within the FoI’s
scope. For such an analysis, see [2, 3].
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the point where acceptable social persuasion becomes
impermissible alteration remains undefined. The SR
identifies coercion, modification, and manipulation
as methods that are past that point and interfere with
the FoT. Fleshing out the meaning of these concepts
is crucial in the process of clarifying the FoT, and the
creation of a wider mind-protection framework.

The emergence of NTs and the growing concerns
regarding their ability to interfere with people’s men-
tal processes, has highlighted the underdevelopment of
the FoT, and incentivised legal experts to elaborate the
core principles of this freedom [4]. Nevertheless, the
FoT does not only face threats of violations by misuses
of NT. On the contrary, many ways exist to intervene
into the human mind. While many of these mind inter-
ventions (MIs) may be less spectacular, the effects they
have on people’s mental sphere and the ethical con-
cerns they raise may be highly similar, and even more
pressing than those generated by state-of-the-art N'Ts.
Therefore, the ongoing debate on the development of
the FoT as the central pillar of a human rights approach
towards NT, should be taken as an opportunity to
develop the FoT as a coherent and effective safeguard
to protect the human mind against Undue Mind Inter-
ventions (UMIs) of all kinds. Moreover, efforts to
clarify the FoT should be part of broader initiatives
to establish a mind-protection framework within the
human rights framework — akin to the collection of
well-developed human rights principles protecting the
integrity of the human body. While the FoT takes cen-
tral stage in such a framework, it should be interpreted
in relation to other rights, most notably the right to pri-
vacy and the right to (mental) integrity. These rights
should be further developed collectively as to form
a coherent set of safeguards protecting the privacy,
autonomy, and integrity of the forum internum.

Mind Interventions: Definition and Case
Examples

Definition

As the aim of this article is to indicate which MIs
would amount to UMI and therefore interfere with
the FoT, it is necessary to define ‘mind interventions’.
First, a definition of ‘mind’ is required. While the rich
philosophical debate on the definition of the mind and
its relation to the body or brain is extensive, it falls
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outside this article’s scope. For the purpose of this
analysis, the mind encompasses ‘all conscious and
non-conscious mental states, events and processes,
i.e. thoughts and beliefs, emotions and moods, as well
as the underlying psychological mechanisms operat-
ing in the complex mental machinery’ [5], p. 387.
Furthermore, without endorsing a specific theory in
the mind-body debate, it is widely accepted that men-
tal phenomena are (somehow) related to brain pro-
cesses. This premise will be assumed in this article,
without endorsing any further claims on the philo-
sophical and scientific mystery as to how the brain
and mind relate.

Against this background, Mls are defined as delib-
erate actions undertaken by an agent to influence the
mind of another individual, commonly referred to as
the subject. Several key elements in this definition
deserve further elaboration. First, an agent can be
a natural person, but also a collective entity — legal
or otherwise — such as a company or government
through which (a group of) natural persons operate.
Second, ‘altering’ broadly refers to any influence to
the mind of the subject that would not have occurred
without the deliberate action of the agent. Third, MIs
refer to deliberate actions. Alterations of a subject’s
mind emanating from environmental factors such
as air quality or exposure to sunlight — and thus not
stemming from deliberate human action — do not
qualify as MI for the purpose of this analysis. More-
over, certain situational factors — general or specific
— may have profound impacts an individual’s mind.
For instance, poverty affects both the shape of the
brain and the mind of individuals [6], or the socio-
cultural environment wherein individuals live, char-
acterised by a dominant value system, will impact
the course of an individual’s beliefs, thoughts, and
affective states. Yet, while these factors influence an
individual’s mind, they are not reducible to a deliber-
ate action (or coherent set of actions) to change minds
attributable to an identifiable actor. These rather con-
stitute latent, situational elements which results from
an interplay between a myriad of factors, and there-
fore do not qualify as MIs.> Fourth, this definition

3 While these contextual factors will not qualify as MIs on
their own, they may be exploited or capitalised on by an agent
in their effort to alter a subject’s mind, and will in that capac-
ity be of importance in the normative assessment of MIs. For
instance, when poverty makes an individual more vulnerable
to abusive exploitation methods due to their weaker socio-

only encompasses interpersonal MIs taking place
between an agent and a subject. This again excludes
environmental and situational factors that influence
the mind, but also self-induced alteration of an indi-
vidual’s mind — such as changes in moods or cogni-
tive capacities due to engaging in physical exercise,
mindfulness practices, medication use or food con-
sumption. While these MIs lie at the root of an inter-
esting debate on the potential moral limits of cogni-
tive enhancement and its interplay with fundamental
moral concepts such as autonomy and human dignity,
they fall out of the scope of this analysis. Fifth, for
an action to be classified as a MI, it must result in
actual changes in the subject’s mind. The mere inten-
tion to create mental effects, while necessary, is not
sufficient.

Case Examples

Some case examples of MI will be outlined to illus-
trate this concept. While currently largely hypotheti-
cal, neurotechnological MlIs, particularly through
neuromodulation (or neurostimulation) technologies,
are the category of MI that gave rise to concerns
about the freedom of individuals’ minds. These tech-
nologies, like Deep Brain Stimulation (DBS) and
Transcranial Brain Stimulation (TBS), target specific
brain regions with electrical currents [7, 8]. Origi-
nally developed for treating neurological motor dis-
orders like Parkinson’s Disease and epilepsy, clinical
studies have revealed unintended effects on patients’
mental states, as reflected by reports of increased
impulsivity, aggression, gambling behaviour or symp-
toms of depression and mania [9]. Moreover, neuro-
modulation techniques are now employed with the
specific aim to directly influence mental states, treat-
ing conditions like Obsessive Compulsive Disorder,
depression, addiction, and anorexia nervosa [10, 11].
Some commercially available applications claim to
enhance cognitive abilities such as memory, atten-
tion, and problem-solving [12, 13]. Notably, research
is underway to explore memory manipulation through
brain-modulation techniques [14]. This suggests
that NTs have the potential to alter a subject’s mind.

Footnote 3 (continued)
economic status, this will be a relevant element when assessing
the moral acceptability of a MI (infra).
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While the current unpredictability makes this method
unattractive for agents seeking targeted interventions
into another person’s mind, it remains a conceiv-
able future avenue for such interventions. Moreover,
it has been demonstrated that an agent could poten-
tially hack a brain-stimulating device to manipulate
their brain processes, simultaneously influencing their
mental states [15].

Nevertheless, while NTs have sparked a vivid
debate on the moral acceptability of MlIs, they are
not the sole, nor the most effective means for alter-
ing minds [16]. Numerous other interventions achieve
this goal more efficiently. Tying in with the medi-
cal context, neuropharmaceuticals* are a pertinent
example. The use of neuropharmaceuticals aimed
at altering individual mental states constitutes a MI
when administered by a third party. While typically
consensual in research trials or medical treatments
(or even self-induced when individuals themselves
administer the drugs without a physician’s involve-
ment), emblematic yet morally contentious examples
include forcibly administering antipsychotic drugs to
psychiatric patients or detained individuals to modify
behaviour or ensure trial competency. For instance,
prevalent in many jurisdictions is the administra-
tion of antipsychotic drugs to persons with a men-
tal illness prone to violent behaviour.,® Alongside
their intended effects such as mood stabilisation and
aggression reduction, neuropharmaceuticals can yield
unpredictable side effects affecting mental states. For
instance, fluphenazine (Prolixin) stabilises — and thus
alters — moods, thoughts and behaviour in schizo-
phrenia treatment but may induce depression, confu-
sion, unusual dreams, or intensify psychosis [18]. The

* Defined as a drug used to treat neuropsychiatric, neuropsy-
chological, or nervous-system disorders; Merriam Webster
Dictionary.

5 For instance, the US Supreme Court established that invol-
untary medication of prisoners by the state is acceptable if
due substantial and procedural safeguards are in place, e.g., an
established mental illness, the treatment must be in the inter-
est of the imprisoned person, and a system of administrative
review is in place; US Supreme Court Washington v. Harper,
494 U.S. 210 (1990).

® Nevertheless, this acceptance represents a present, possi-
bly temporary balance among significant medical and legal
concerns, including informed consent, competency, treatment
refusal, due process, and privacy rights. Weller suggests that,
in the future, people may look at this practice in the same way
they look at the practice of lobotomising patients [17].
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mental changes resulting from the administration of
neuropharmaceuticals reflect deliberate actions by
identifiable agents intending to alter mental states.
Furthermore, marketing practices, ranging from
traditional advertising (e.g., billboards and print ads)
to online marketing, present an increasingly scruti-
nised area of MIs. Certain persuasion strategies, such
as subliminal advertising, are explicitly prohibited in
many jurisdictions due to their manipulative nature.
In recent years, growing concern has emerged over
the widespread use of Al-driven persuasion strate-
gies. These represent a significant advancement in
persuasive technology, blurring the line between
acceptable and problematic online persuasion [19].
For instance, Al algorithms enable marketing tac-
tics such as microtargeting. Microtargeting, a pivotal
tool in online advertising, creates individual user
profiles based on extensive data to tailor marketing
efforts.” The use of AI and Big Data approaches fur-
ther enhances profiling capabilities for commercial,
electoral, or governance purposes. Companies like
Amazon, Netflix, and Facebook employ Al algo-
rithms to analyse customer data, discern preferences,
and steer users toward specific products and services
[21]. Similarly, in the political realm, microtargeting
may play a significant role, as exemplified by its use
in the 2016 US presidential elections, where political
action committees (PACs) utilised Cambridge Ana-
lytica datasets to influence voter behaviour, raising
concerns about democratic integrity [22-24]. This
Al-mediated, informationally empowered advertis-
ing effectively influences decision-making processes
and mental states, including emotions, intentions, and
beliefs, drawing moral scrutiny due to exploitation of
psychological vulnerabilities [25]. The deliberate cre-
ation and operationalisation of such online algorithms
by companies or political entities aim to influence
users’ minds and behaviour, thus qualifying as Mls.
A final example of MI is cult indoctrination. The
notion “indoctrination” is ambiguous, evading a strict
definition, as reflected in its varied conceptualisations
across scientific disciplines and common language.
This ambiguity stems from the diverse contexts,

7 While research cautiously suggests that microtargeting may
wield a greater influence potential than traditional advertising,
it is important to underscore that it does not have the spectacu-
lar manipulative capabilities often attributed to it [20].
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purposes (including political, religious, educational,
or commercial), and methods associated with indoc-
trination. Identifying the common elements connect-
ing indoctrination practices—ranging from prisoners
of war indoctrinated by governments to cult indoctri-
nation, religious indoctrination in schools, or indoc-
trination in Multi-Level-Marketing Schemes—is not
straightforward. Therefore, cult indoctrination serves
as a focused example. Cult indoctrination involves an
identifiable agent (cult leader/leadership) systemati-
cally manipulating subjects’ mental states through a
combination of specific actions. Hassan’s model for
identifying cults defines a destructive cult as ‘a group
that violates its members’ rights and damages them
through the abusive techniques of unethical mind
control’ [26]. This mind control encompasses the
manipulation of behaviour, information, thought, and
emotion. Tactics employed to gain and maintain con-
trol include relocation, deceit, fostering confusion,
social isolation, dissent restriction, group pressure,
guilt induction, conditional affection, threats, and fear
[27, 28]. For the analysis of cult indoctrination as a
ML, it is useful to present an epistemological account
of indoctrination, which conceptualises indoctrination
as a form of manipulation shaping subjects’ reasoning
patterns so as to generate predetermined mental states
[29]. This deliberate reconfiguration of mental pro-
cessing by subjecting individuals to harmful practices
constitutes a MI, profoundly interfering with minds.
Hand aptly suggests that ‘to indoctrinate people, is
to interfere with their minds in the most serious way
possible’ [30], p.352.

These examples highlight the vulnerability of
individuals’ minds to external interventions, across a
wide variety of contexts. They will serve as crucial
reference points throughout this analysis. However, it
is essential to recognise that commonplace practices
such as political debates, education, and simple social
interactions can also qualify as MIs. While these
daily interventions shape minds, their moral accept-
ability is often overlooked as compared to NTs or
indoctrination schemes which raise substantial ethi-
cal concerns. Nonetheless, the normative framework
set up below aims to contribute to distinguishing
between acceptable and undue mind interventions in
a way that applies not only to spectacular and uncom-
mon MIs — such as NTs or cult indoctrination — but
also to everyday mental influences.

Mental Autonomy as Normative Criterion
to Identify UMIs

The Quest for a Normative Criterion

To establish such a framework, it is essential to
formulate a criterion for identifying UMIs.® For
instance, consoling a nervous friend before a job
interview by offering reassurance and citing past suc-
cesses is benign and ethically unproblematic. Simi-
larly, engaging in persuasive conversations and using
rhetorical tools and body language to advocate politi-
cal beliefs is deemed acceptable within the realm of
social influence. Human social influencing is integral
to public interaction, with persuasive dialogues serv-
ing as linchpins of democratic societies, warranting
no moral reproach or infringement of human rights.’
Individuals experience continuous influence across
various domains, including interactions with busi-
nesses, political organisations, parents, friends, and
romantic partners [31]. Mental persuasion in itself
is not per definition morally problematic. It is there-
fore important not to define UMIs in an overly inclu-
sive fashion. Conversely, moral intuition indicates
that altering the thoughts and emotions of that same
friend who is awaiting their job interview through
means such as wireless neurostimulation (and with-
out their consent) crosses ethical boundaries. Despite
potentially similar cognitive and affective outcomes,
engaging in a MI through the unsolicited alteration
of brain processes appears as morally problematic.'”
The critical task involves exploring arguments that
may support this intuition by identifying charac-
teristics of MIs, where reassuring a friend through
conversation constitutes Acceptable Mind Interven-
tion (AMI) whereas influencing their mental states

8 The term Undue Mind Intervention is selected over other
terms commonly found in philosophical and legal literature,
such as manipulation or ‘mind control’, which can have vary-
ing and sometimes ambiguous definitions. By opting for UMI,
I aim to avoid any unintended associations with these pre-
existing notions.
° Even when acknowledging that a considerable part of this
communication will consist of body language and unexplicit
rhetorical style methods that unconsciously influence the other
person. o '

However, considering today’s state of the art in NT, con-
versational tools will be more successful and produce stronger
effects than MI via NT.

@ Springer
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through unsolicited brain stimulation amounts to an
UMI. These characteristics serve as criteria for estab-
lishing ethical boundaries for MIs on a case-by-case
basis. This, subsequently, will inform the formula-
tion of appropriate human rights principles — within
the scope of the FoT — concerning the autonomy and
integrity of the human mind that can simultaneously
apply to, for instance, indoctrination at school, gov-
ernment nudging, and online manipulation.

Levy’s parity principle offers a suitable starting
point for establishing a normative criterion to support
the moral distinction between different MIs. He sug-
gests that MIs with identical or highly similar effects
on the mind should be treated equally on a normative
level, regardless of the means used to realise the MI
[32]."' However, the moral irrelevance of the modus
operandi for Mls is challenged by Bublitz and Mer-
kel, who argue that ‘if two interventions have the
same or sufficiently similar effects, they may still dif-
fer in the way the effect is produced, i.e. the causal
routes into the mind, and this difference is crucial’
[33], p.71. The source and method of mind altera-
tion therefore appear to be of moral importance. This
leads to the important tasks to identify inherent char-
acteristics that differentiate various Mls in a morally
relevant way.

In neuroethical literature, this issue is often
addressed by highlighting the distinction between
direct and indirect MIs. Indirect MIs operate through
perceptual and cognitive pathways, altering mental
states via the processing of external stimuli by the
senses (e.g., vision, hearing) [34]. In contrast, direct
MIs bypass perceptual pathways and cognitive pro-
cesses and influence the mind through the alteration
of neuronal function or brain structures [35].'> While

1 Levy’s argument does not suggest that we should dismiss
concerns about modern mind-altering methods. He rather
argues that we should not yet be overly concerned about mod-
ern mind-altering technologies. He emphasises that direct
interventions, such as neurotechnologies, are not currently as
effective in influencing minds as indirect interventions such as
persuasive rhetoric or education. Today, these indirect methods
have a stronger impact on people’s mental lives than neuro-
technology.

12 Bublitz and Merkel pertinently notice that both categories
of interventions change the mind, and “both affect (or are real-
ised by) brain activity” [33, p.69]. Without explicitly engag-
ing in the body-mind debate, it is clear that a strict dualistic
perspective is unconvincing, as all mental changes necessitate
physical (brain) changes.
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moral intuition typically labels direct interventions as
UMI and indirect interventions as AMI, this binary
classification proves overly simplistic from a norma-
tive standpoint [35, 36]. Practices like cult indoctrina-
tion, despite utilising perceptual and cognitive path-
ways, are widely condemned as morally unacceptable.
Conversely, direct interventions such as emergency
administration of neuropharmaceuticals to psycho-
logically distressed individuals, while potentially con-
troversial, are deemed morally acceptable by some as
they ultimately positively affect the mental processes
of the individual [37]. Moreover, the direct—indirect
dichotomy fails to address more complex scenarios.
For instance, subliminal stimuli operate through per-
ceptual pathways yet evade (conscious) cognitive pro-
cessing, challenging easy categorisation. Thus, this
binary distinction does not seamlessly align with ethi-
cal judgments.

Therefore, other criteria have been proposed to
assess the moral acceptability of MIs. Bublitz and
Merkel argue that MIs are morally unacceptable
when they violate the right to mental self-determi-
nation by undermining an individual’s control over
cognitive mechanisms, in this way bypassing their
ability to rationally process information [33]. In the
same vein, Birks and Buyx label the alteration of a
subject’s thoughts unacceptable when it is realised
by intentionally evading their autonomous thought
[38]. Shaw and Douglas similarly emphasise the
importance of whether Mls engage with a person’s
rationality, suggesting it as a relevant moral crite-
rion [39-41]. Additionally, Focquaert and Schermer
contend that MIs amount to UMI when they disrupt
personal (narrative) identity due to the obstruction of
critical endorsement of mental changes [36].

Identifying UMI

In line with the proposals outlined here, this analysis
suggests the following maxim for identifying UMIs:

A MI qualifies as an UMI when the agent inten-
tionally undermines a subject’s mental auton-
omy by bypassing, distorting, or disarming the
mental abilities that enable it.

To elaborate on this overarching principle, this
article will: i) clarify the concept of mental autonomy
(MA), ii) delineate what it means to bypass, distort,
or disarm the mental abilities underlying MA, iii)
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discuss the significance of consent, and iv) examine
the role of intentionality.

At the outset, it is, however, important to acknowl-
edge the limitations of this framework. First, this
framework aims to identify mind interventions that
are morally problematic due to their modus operandi,
i.e., the way in which they alter mental states. Some
MIs may be morally problematic either because of
the content of the mental states being altered (e.g.,
instilling racist beliefs in a subject) or due to the
consequences of those alterations (e.g., persuad-
ing a subject to pursue financially unresponsible
investments that will inevitably result in grave finan-
cial losses). Yet, these fall outside the scope of this
framework as their impermissibility does not pertain
to the alteration itself, but to the content of the result
or accompanying externalities. Safeguards under the
FoT, which are in essence designed to protect free
thinking and unimpeded thought processes, should
remain neutral regarding the content of thoughts and
potentially undesirable consequences arising from
them."® Second, it is crucial to emphasise that the
normative evaluation of MIs requires a case-by-case
assessment, considering the specific circumstances
of each instance. Nevertheless, the proposed frame-
work provides essential normative and conceptual
foundations, within which such assessment could be
conducted, and more detailed, operational strategies
for such assessments can be developed.

Mental Autonomy

a) Definition

At its core, MA can be understood as the ability
to self-determine at the mental level [42]. This defi-
nition should be framed within a broader concept of

13 Hence, while these MIs may indeed raise moral concerns
and warrant attention under human rights law, these should
arguably not be framed within the protection of the forum
internum by the FoT — and specifically the right to protection
against impermissible alterations of thought. Instead, such
issues might be more appropriately addressed under the free-
dom of opinion and expression, which currently accounts for
the content and effects of certain expressions that underpin
these MIs. Moreover, the right to mental integrity could poten-
tially offer protection against mental distress and discomfort
caused by such MIs.

personal autonomy as developed by Gerald Dwor-
kin. Personal autonomy, though complex and defined
in various ways, generally explores the motivational
forces guiding individuals’ behaviour. Mental ele-
ments such as beliefs, desires, emotions, and judg-
ments are pivotal among these motivational factors
[43]. MA is to be situated within this realm of mental
elements that drive behaviour. Dworkin builds upon
Frankfurt’s second-order account of personal auton-
omy, which posits that personal autonomy involves
the endorsement of first-order desires through second-
order attitudes [44]. These first-order desires, encom-
passing thoughts, beliefs, and desires — mental states
— form the basis of individual motivation that prompts
their behaviour (including speech). The ability to
critically reflect on and adopt attitudes toward these
first-order mental states, in a second-order account of
autonomy, is a necessary condition for an individual
to be autonomous. These reflective attitudes represent
evaluative assessments of first-order mental states
and empower individuals to modify them. Dworkin
expands upon Frankfurt’s theory, acknowledging its
limitations in addressing various forms of manipula-
tion in the formation of these higher-order desires.
He argues that personal autonomy also necessitates
the capacity to critically form, evaluate, and poten-
tially change mental states. This process of internal
self-reflection must uphold procedural independ-
ence, ensuring it remains untainted by manipulation,
deceit, or similar practices. Mental self-determination
requires guarantees of non-interference with the pro-
cesses necessary for critical reflection on one’s men-
tal states [45]. This reflection on the formation of
second-order desires need not be conscious, as indi-
viduals naturally engage in this process without active
awareness, according to Dworkin.

The requirement of procedural independence
embodies the concept of MA. Individuals should
be given the opportunity to critically engage with
mental influences in the face of MIs they are sub-
jected to. To allow for self-determination on a mental
level, changes in mental states should be explainable
through referring to the subject’s capacity for the for-
mation of second-order mental states through which
they can critically endorse these changes. MIs that
actively undermine procedural independence, and
obstruct the critical self-reflection on mental changes,
violate a subject’s MA. The formation of second-
order mental states towards one’s fist-order mental

@ Springer
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states, and the ability to change the latter accordingly,
should be a process under the individual’s control.
Such control can only be realised when MIs engage
the subject’s mental abilities for critical self-reflec-
tion on alterations of their (first-order) mental states.
These mental abilities should facilitate: 1) identify-
ing external influences, 2) evaluating induced men-
tal alterations, and 3) deciding whether to endorse or
reject these alterations. Thus, when an agent changes
a subject’s mind by intentionally undermining these
mental abilities, preventing the subject from identify-
ing, evaluating, and endorsing or rejecting changes to
their mental states, this MI amounts to UMI.

The crucial question here is to articulate which
mental abilities facilitate critical reflection needed to
deliberately endorse mental changes induced by a MI.
The mental abilities required would include attention,
concept formation, episodic memory, planning, and
rational deliberation [46]. Ideally, however, as Metz-
inger points out, these mental abilities are further
refined to the degree that they consist of empirically
observable psychological processes whose operabil-
ity can be assessed. The integrity and functionality of
these abilities are ultimately determinant for the clas-
sifications of MIs as UMI or AMI in the respective
contexts these MIs take place.'*

It is important to emphasise that the normative cri-
terion discussed here pertains to a procedural under-
standing of MA, focusing on the capacity for MA
rather than its effective utilisation. A MI is not mor-
ally unacceptable simply because the subject fails to
utilise their abilities to identify, evaluate, and endorse
the inhibited mental effects. MA concerns functional
autonomy, specifically referring to the presence and
proper functionality of mental abilities necessary for
reflecting on changes in mental states. It does not
pertain to substantial autonomy which would entail
the actual use of these abilities, and ultimately the
control over one’s mental states [47]. Whether the
subject exercises their capacity to critically endorse
mental changes induced by a MI is inconsequential
for normative assessment. For example, television
advertisements typically aim to influence consumers’

4 Metzinger suggests that attentional agency and cognitive
agency are among the important psychological functions that
underly the capacity for MA, and which need to be defined and
refined in a way that they can be empirically assessed.
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decision-making processes by targeting first-order
mental states and minimising engagement with sec-
ond-order mental states, leveraging insights from
behavioural sciences [48]. However, these advertise-
ments do not (necessarily) bypass, distort, or disarm
an individual’s mental abilities such as attention,
memory, or rational deliberation. Therefore, this form
of influencing does not impede the independent for-
mation of second-order mental states, preserving the
capacity for MA. It leaves intact the possibility for
critical endorsement, leaving it up to the individual
to seize that opportunity [49]. This procedural nature
eliminates substantive considerations, making ques-
tions about the alignment of induced mental changes
with the subject’s beliefs or values, the agent’s inter-
ests [50, 51],or the instillation of false beliefs irrel-
evant. These elements, often suggested to distinguish
manipulation from persuasion, are not considered in
the assessment of MA.

b) Rationality and MA: important caveats

Incorporating the requirement of procedural inde-
pendence into the conceptualisation of MA natu-
rally involves integrating a rationality standard. MA
requires that mental changes can be endorsed after
rational reflection that ultimately searches for rea-
sons supporting such endorsement. This perspective
aligns with a Kantian approach to autonomy, which
integrates rationality into the concept—a departure
from Frankfurt’s second-order account of personal
autonomy [52]. However, this inclusion introduces
significant caveats for MA as a normative criterion.

First, it is crucial to steer clear of portraying abso-
lute sovereignty over one’s mind as the default state
of human existence. The notion of a purely rational
agent who only accepts changes in their mental states
and processes if substantive reasons for these changes
can be identified, forms a flawed premise for analys-
ing MA. A significant portion of mental processes
and events originates from ‘the psyche’s mysterious,
irrational, inexplicable, and oftentimes unconscious
forces’ [34], p. 366. Many mental processes underly-
ing conscious experience operate beyond conscious
control, while much cognitive processing unfold auto-
matically. As Metzinger contends, ‘conscious thought
is a subpersonal process’. Therefore, attributing high
levels of MA to individuals is misguided [33, 46].
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Second, extending beyond the scope of what
is defined here as MI, individuals are constantly
exposed to an array of external and internal stimuli
that may not necessarily engage their rational facul-
ties, challenging the notion of a completely rational
actor unaffected by subconscious forces. Environmen-
tal factors exert a continuous influence on individuals
as embedded and embodied social beings. It is crucial
to acknowledge the diverse range of stimuli—both
external (such as air quality, social dynamics, and
ambient noise) and internal (like hormonal fluctua-
tions and fatigue)—that impact mental states, includ-
ing moods, intentions, and decision-making pro-
cesses. Additionally, even self-initiated actions which
may not be perceived as directly influencing the mind
(such as eating certain foods or exercising), can affect
an individual’s mind. Therefore, this analysis refrains
from endorsing the concept of entirely autonomous,
rational actors immune to mental influences as a basis
for the normative evaluation of MIs.

Third, MA should be seen as a capacity that has to
be developed and can be lost. Not all individuals pos-
sess the same level of mental abilities necessary for
critical reflection on induced mental changes — ulti-
mately rendering some (groups of individuals) more
susceptible to UMIs. Children, for instance, lack fully
developed mental capacities required to identify, eval-
uate, and endorse mental alterations induced by exter-
nal agents. This is evident in discussions on indoctri-
nation in children, particularly in its contrast to moral
education. Ideas, beliefs, and thoughts are imparted to
children by parents, teachers, and other caregivers in
a manner that may not fully engage rational capaci-
ties, as these are still in the process of development.
This creates a delicate tension: while it clearly dem-
onstrates that children are more vulnerable to UMISs,
the developmental nature of their mental abilities
does not make every MI involving children inher-
ently morally problematic [53]. The criterion of MA
thus appears more challenging to apply in contexts
involving young children. Similarly, individuals suf-
fering from dementia or brain lesions gradually lose
the cognitive abilities necessary for forming new val-
ues, beliefs, or long-term memories [54]. While these
individuals retain essential human qualities such as
emotions, social sensitivity, affection, self-expression,
and humour [55] their abilities required for identify-
ing and critically reflecting on interventions into their
mental sphere deteriorate.

Despite these considerations, it remains reasonable
to acknowledge individuals’ partial control over their
Sforum internum [56, 57]. Therefore, it is both justified
and crucial to examine situations where an individ-
ua’’s capacity for MA, albeit inherently limited (to a
varying degree in different individuals), is intention-
ally bypassed, distorted, or disarmed by a malicious
agent attempting to alter their mind. Moreover, the
fact that certain groups possess underdeveloped men-
tal abilities should be considered as relevant contex-
tual factor in the case-by-case moral assessment of
MIs.

¢) Behavioural autonomy versus mental autonomy

The definition of MA focuses solely on the abili-
ties necessary to exert control over one’s mind and
does not extend to behavioural autonomy. The close
interconnection between behavioural and mental
autonomy, however, complicates the strict dichotomy
between the two. Many instances of undue influence
on personal behaviour, often termed behavioural
manipulation, involve distorting and disarming indi-
viduals’ mental abilities and exploiting their cogni-
tive or emotional vulnerabilities, thus impairing MA
[58]. However, there are actions that impact behav-
ioural autonomy without necessarily affecting MA.
For example, cases of persuasion through peer pres-
sure, where an individual feels compelled to stay for
another drink due to a strong group dynamic, may
affect their behavioural autonomy. They may feel
constrained in expressing their thoughts or indepen-
dently determining their behaviour based on their
inner motivations. Nevertheless, their ability to criti-
cally reflect on the influence exerted by their friends’
persuasive encouragement on beliefs and intentions
remains intact.

Within the broader model of personal autonomy,
MA precedes behavioural autonomy. It concerns the
capacity for self-determination over mental states,
processes, and events which ultimately drive and
shape external behaviour. Embodied, embedded, and
enactive accounts of the mind would challenge a strict
dichotomy, as they do not conceive of the relationship
between the mental and behavioural levels as causal
and unidirectional, or even just dual This article does
not take a stance in this debate. It considers MA as
part of the broader concept of personal autonomy,
as outlined by Dworkin. It does, however, not posit
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mental states as the ultimate causal sources for behav-
iour, acknowledging that a one-way determining rela-
tionship between the internal and external realms is
misleading. Without delving into a detailed philo-
sophical exploration, it recognises the bidirectional
influence between speech and behaviour on the one
hand and mental processes on the other. Nonetheless,
when evaluating whether MI respect the integrity of
the mental abilities underlying MA, this bidirection-
ality is not of decisive importance.

d) Rationale

Given that the mind is the most intimate aspect
of an individual, embodying all human experience
including perceptions, emotions, and actions, it is
evident that safeguarding it from unwarranted intru-
sions is paramount. Historically, unsolicited meddling
with others’ beliefs and behaviour has been deemed
morally problematic throughout ethical discourse
[59]. But why is MA a suitable anchor point for this
moral judgement? The concept of MA, as devel-
oped on the basis of Dworkins’ account of personal
autonomy, highlights the idea that autonomy requires
the mental (and/or cerebral) space free from external
disturbance where individuals are free to reflect (and
ultimately evaluate and endorse mental states). This
form of mental self-determination forms the funda-
ment of human dignity as in Kant’s metaethics [45].
Within his moral framework, there is a fundamental
presumption that thoughts, beliefs, and actions are, to
some extent, shaped by individual choice and ration-
ality [60]. An individual’s mind deserves inherent
respect owing to their indispensable role in forging a
meaningful life as an autonomous human being. Con-
sequently, the moral imperative to uphold human dig-
nity necessitates the respect for MA of each individ-
ual involved in interpersonal interaction. Interfering
with someone’s mind should be done in a manner that
acknowledges their capacity to evaluate their mental
states and shape them in rapport to their environment
and within the broader scheme of their lived experi-
ence. This approach facilitates the flourishing of the
individual and the cultivation of a meaningful life.
When MIs sideline the individual’s capacity for men-
tal self-determination, the individual becomes instru-
mentalised in their interaction with the agent, gener-
ally for the benefit of the latter. This would involve a
fundamental violation of the subject’s human dignity.
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It is crucial to recognise that while MA is deeply
rooted in human dignity, it does not necessarily over-
ride other moral values that also stem from human
dignity. Values such as integrity and well-being, for
instance, can sometimes clash with MA. In certain
scenarios, such as in psychiatric contexts, the imposi-
tion of neuropharmaceuticals may compromise MA,
yet simultaneously bolster the integrity and well-
being of the individual affected. Similarly, consider
governmental initiatives nudging individuals toward
healthier or safer lifestyle choices. While this might
encroach upon MA, it can significantly enhance the
health and overall quality of life for many—a com-
mendable aim that is also rooted in respect for human
dignity. This is an important consideration that will
profoundly affect the question as to how MA should
be protected within human rights law (infra).

Bypassing, Distorting, and Disarming the Mental
Abilities

UMIs are MIs that occur when an agent intentionally
undermines a subject’s MA by bypassing, distorting, or
disarming the mental abilities underlying MA. These
three types of interferences with one’s mental abilities
will be outlined separately, although their distinctions
are often not clear-cut. Moreover, UMISs typically involve
tactics that span across multiple categories. For instance,
in cult indoctrination, agents will often aim to both dis-
tort and disarm the subject’s abilities underlying MA.
The undermining of MA essentially represents an
abuse of a power disparity. Various contextual factors
elevate an agent into a position of power over the sub-
ject, enabling them to intentionally bypass, distort, or
disarm the subject’s relevant mental abilities in order
to alter their mind as desired. Identifying these fac-
tors is crucial. These factors can be of various natures,
including technical (i.e., the power position is inher-
ent to availability of the means used for a MI, e.g. the
use of neuropharmaceuticals, methods for channelling
subliminal stimuli, or Al algorithms), social (i.e., the
power position originates in hierarchical structures
like employer-worker, teacher-student, government-
citizen), and psychological (i.e., a power position
exists in the light of the subject’s socio-psychologi-
cal vulnerabilities). It is paramount to recognise that
the assessment of whether a MI ultimately bypasses,
distorts, or disarms a subject’s capacity to critically
appreciate mental alterations must be conducted on
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a case-by-case basis. The criterion of bypassing, dis-
torting, or disarming MA cannot decisively categorise
general types of MI as UMI or AMI, but requires con-
textual evaluation.

a) Bypassing MA

MI bypass MA when they alter mental states with-
out engaging in any way with the subject’s mental
functions, and thus actively circumvent the subject’s
capacity to identify, evaluate, and endorse the men-
tal changes that are being induced. Direct interven-
tions that alter a subject’s mental states by chemical
or electrical modifications of their brain activity, fall
into this category.!” These MIs completely side-line
perception and cognition, and thus the necessary fea-
tures for a subject to identify and evaluate reasons for
the alteration of their (first-order) mental states.

Apart from direct interventions, however, there
also is a grey zone. Subliminal advertising, for
instance, could be considered to bypass one’s capac-
ity for MA. Subliminal persuasion relies on the idea
of perception without awareness. It entails the altera-
tion of mental processes of a subject through expo-
sure to stimuli that are not consciously perceived
[61]. While the effectiveness of subliminal persuasion
is subject of debate within psychological literature, a
vast amount of scientific research acknowledges the
potential of subliminal stimuli as a means of interfer-
ing with individual’s minds [62]. Due to the reliance
on auditory or visual stimuli, subliminal advertising
in principle proceeds through perceptual pathways.
Nonetheless, since it escapes conscious perceptual
and, importantly, cognitive processing, subliminal
persuasion gives the agent the power to influence the
mental states of the subject without them recognising
being influenced, and to bypass any opportunity for
the subject to critically evaluate reasons for the newly
incited emotions, intentions, or beliefs.

b) Distorting MA
In addition, there are ways of intervening in the

mind that, while engaging perceptual and cogni-
tive pathways and therefore not fully bypassing a

15 This category of direct MIs is referred to by the SR as tools
for ‘modification’ of thoughts.

subject’s abilities for critical deliberation, alter the
mind through distorting these abilities. This category
of UMI is closest to what is generally understood as
manipulation or brain-washing in contexts like (cult)
indoctrination. These MIs typically rely on exploiting
the subject’s psycho-social vulnerabilities responsible
for an innate susceptibility of having their MA dis-
torted.'® For instance, mental characteristics and pre-
dispositions stemming from a subject’s personal his-
tory (e.g. childhood trauma such as abuse or neglect
that affects adults psychiatric status or financial and
educational functioning [63], the lack of social sup-
port system, or personality disorders [64]) may inher-
ently weaken the robustness of the mental capacities
underpinning MA. Similarly, the developmental sta-
tus of a subject will be of determining importance.
Children’s underdeveloped capacities for rational
deliberation and critical assessment, combined with
the position of dependency they generally find them-
selves in towards others, make them particularly
susceptible to interferences that distort their psycho-
logical processes [65]. For instance, young children
are particularly vulnerable to the persuasive effects
of advertising [66]. Furthermore, various contextual
factors can transform education for children, which
prima facie appears morally unproblematic, into an
UMI because children’s developing capacities for MA
are distorted. In short, when agents find themselves in
a position of power towards a subject due to societal,
institutional, or structural factors, or through exercis-
ing force, techniques are at their disposal to inter-
vene in and control the mind of the subject by taking
advantage of existing vulnerabilities to distort their
abilities to critically engage with mental changes.'’

A stark example of MIs distorting MA is that of
‘brainwashing’, ‘reeducation’, or ‘psychological coer-
cion’ of prisoners of war [67]. These practices employ
violent techniques such as isolation, physical punish-
ment (and torture), and sleep deprivation in order to

16 This does not suggest that certain individuals are immune to
distortions of their mental abilities to the degree that they are
incapable of rationally reflecting on mental changes brought
about by a ML

7 To substantiate and coherently delineate individuals® sus-
ceptibility and vulnerability to distortions of MA, further
exploration of behavioural sciences — particularly social and
developmental psychology — and sociology is essential. Addi-
tionally, as indicated above, a crucial aspect of this effort lies
in identifying the core mental abilities that underpin MA.
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destabilise and distort a subject’s cognitive and affec-
tive processes. This allows for the alteration of their
mind in a manner that, although passing through cog-
nition and perception, proceeds in such a way that the
subject’s mental abilities are unable to critically iden-
tify, evaluate, and endorse newly imposed thoughts,
beliefs, intentions, or emotions. Similar tactics are
used in cult indoctrination. Disconnection from famil-
iar environments, deceit, fostering of chaos, isolation
from society, suppression of dissent, instilling guilt,
providing affection contingent on obedience, issuing
threats of harm, and instilling fear are among the tac-
tics cult leaders deploy in order to distort individuals’
psychological capacities, thereby undermining their
ability for mental self-determination [27].

¢) Disarming MA

A third way MIs inappropriately interact with a
subject’s MA is by disarming the mental abilities
that facilitate it, rather than affecting their integrity.
The subject’s mental faculties for critically evaluating
mental changes are engaged in a manner that renders
them ineffective and obstructs meaningful self-deter-
mination at a mental level. The agent manipulates
external factors to ensure that the mental abilities
underpinning MA cannot be utilised to critically
evaluate reasons that may support mental changes.
This does not necessarily circumvent the capacity for
reflection entirely; rather, it manipulates the environ-
ment to predetermine the progression of the subject’s
mental states.

A prominent, yet complex example is coercion.
Coercion, in a philosophical [68] as well as a legal [1]
sense, generally refers to influencing a person to act
against their will through the use or threat of force.'®
It can be argued that coercion does not necessarily
constitute a MI. It represents an overt form of influ-
ence where an agent exerts coercive pressure at the
level of the forum externum, imposing constraints on
behaviour and speech, without necessarily affecting

'8 In a human rights context, the Human Rights Committee
clarified that this includes threats of physical violence or penal
consequences, along with limitations of access to healthcare,
employment, education, or public life as a whole, as well as the
promise of preferential treatment [69, 70].
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the deeper level of the forum internum [71]."° For
instance, an employee is coerced by their employer to
be loyal to the ruling monarch under threat of losing
their job. If the threat is sincere, the employee has two
options. They can either pretend to share the employ-
er’s view on the monarchy by exhibiting this view in
their behaviour or speech (by, for instance, participat-
ing in the greeting of the royal portraits and the sing-
ing of the national anthem every morning). They also
remain free to quit their job. In both cases, the agent’s
actions did not necessarily result in actual change in
the mind of the employee regarding their apprecia-
tion of the monarchy. The employee’s opportunity to
feel, deliberate, and reflect on their feelings, beliefs,
and thoughts regarding the monarchy, without align-
ing them with those envisaged by the agent, remains
intact.

Hence, one could argue that coercion does not con-
stitute a MI since it may not directly alter the forum
internum. However, it could also be argued that coer-
cion leads to a state of mind the subject would not have
reached without the coercive influence—for example, the
decision to quit their job. Coercion highlights the com-
plexities of how external pressures can shape individu-
als’ beliefs and decision-making processes, even when
they retain (a level of) MA.? Brain research has shown
that coercive pressure does affect the brain processes
underlying decision-making, and generates a cognitive
mechanism that reduces the experience of agency and
increases compliance [75]. There is therefore some form
of influence on the mental processes of the individual.
Coercive influence is not be a MI that as such bypasses
or distorts the subjects’ mental abilities for MA, but it
may in many cases — which vary due to contextual fac-
tors such as the socio-psychological situation of the sub-
ject — prevent them from meaningfully engaging with

19 These limits are the result of an elimination of acceptable
alternatives for action and speech besides those predetermined
bg/ the agent [72, 73].

20" Another consideration that complicates the moral analysis
of the mental impact of coercion is the idea that the person
subjected to coercion, who changes their beliefs or intentions
due to the coercive actions, is able to rationalise these newly
imposed beliefs or intentions. In that sense, they could be seen
as critically endorsing the mental changes as they can identify,
evaluate, and endorse these in the light of the understanding
they have of the constraints on their freedom to choose the
agent imposed on them [74].
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the mental interference in a way that allows for mental
self-determination.

In addition to coercion, information control con-
stitutes another method of disarming an individual’s
MA. It functions as a means to neutralise MA, imped-
ing the effective functioning of mental abilities for
the identification and critical endorsement of mental
influences. This typically requires a form of hierarchy.
As Van Dijk points out in his analysis of manipulation
through discourse, ‘parents can manipulate their chil-
dren because of their position of power and authority
in the family, professors can manipulate their students
because of their institutional position or profession
and because of their knowledge, and the same is true
for politicians manipulating voters, journalists manip-
ulating the recipients of media discourse or religious
leaders manipulating their followers’ [76], p. 362. For
instance, teachers have the power to impose manda-
tory participation in religious practices in schools for
students. Combined with religious education focusing
on one particular religion and exposure to religious
symbols, this is in some instances labelled “indoctri-
nation” that unduly influences or imposes ideas and
beliefs onto children. These MIs rely on the control
and directing specific input that engage these men-
tal capacities. In certain situations, such as the spe-
cial vulnerability of children, this may be considered
as illegitimately neutralising their (still developing)
capacity for MA, by intentionally obstructing the
access to tools necessary for the critical appreciation
of mental influences. Moreover, undue online influ-
ence includes practices like microtargeting, person-
alised search engines, and Al-driven social platforms
[59]. These tools can be seen as a form of power
abuse where agents push specific stimuli or informa-
tion onto a subject in a way that does not necessarily
bypass their cognition but overwhelms their abili-
ties for mental self-determination with information
designed to produce a predetermined mental outcome,
while simultaneously restricting access to stimuli that
would stimulate for critical reflection. The challenge
in these cases lies in determining which forms of input
manipulation actually disarm MA, as not every unnu-
anced suggestion by a personalised search engine or
advertisement necessarily disarms MA.

It is worth highlighting that coercion and informa-
tion control are tools also used —among a wide array
of methods— to distort one’s capacity for MA. As

previously indicated, these methods are integral to
indoctrination schemes aimed at altering the minds of
cult members or re-educating prisoners of war. There-
fore, even if not considered MIs on their own, they
undoubtedly contribute to the distortion of the men-
tal abilities underlying MA. Moreover, in contrast to
the distinction made in this analysis, Bublitz advances
an argument that would classify coercion as a MI that
distorts the mental capacity for critical deliberation.
In this view, the creation of a psychologically burden-
ing situation allows for the exploitation of psycho-
logical weaknesses. The agent anticipates the subject
to yield to coercive pressure to dissolve the untenable
psychological stress and satisfy their psychological
needs [77].

Concealment & Consent Concealment is often
pinpointed as a pivotal aspect of morally objection-
able methods of interfering with an individual’s men-
tal states, setting it apart from acceptable forms of
persuasion [78, 79]. Morally objectionable MIs typi-
cally operate beyond the awareness of the subject as
the agent aims to keep them in the dark about how
they are impacting their minds. Nevertheless, while
the subtle, covert, or concealed nature is often crucial
for MIs to be effective, it is not a constitutive element
of an UMI [80].

When UMIs occur through the electrical or chemi-
cal alteration of the subject’s brain processes, the con-
cealed character is not crucial for the effectiveness
of the MI. Whether or not a subject knows they are
subjected to brain stimulation, for instance, will not
impact the fact that their mental processes are inter-
fered with through electrical pulses in their brain.
However, when the subject is aware, they have the
opportunity to consent to the MI. Recognising indi-
viduals as autonomous beings with inherent dig-
nity does not only entail the duty to abstain from
MIs that bypass, distort, or disarm their MA, but
also requires respect for their voluntary choice to be
subjected to MIs that undermine MA in these ways.
Within the limits of fundamental rights and freedoms
of others,the autonomy of an individual to consent
to Mls should prevail.”! People indeed occasionally

2! This consideration ties into a lively debate in ethical liter-
ature about human enhancement. The use of drugs and tech-
nology for human enhancement will become increasingly
important in light of technological, scientific, and societal
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forfeit their MA and consent to MIs that undermine
MA. This is the case, for instance, when they agree
to be subjected to neurotechnological and neurop-
harmacuetical treatments, or forms of psychotherapy.
Individuals should be able to make positive choices
for these MIs, which would only be morally unaccep-
table if no consent would be obtained. This is espe-
cially true considering that such MIs may, ultimately,
have a positive effect on the individual’s capacity for
MA and overall well-being [81]. For instance, neu-
ropharmaceuticals can have a beneficial effect on
MA, by alleviating symptoms of clinical depression
that reduce an individual’s mental abilities necessary
to critically reflect on the mental influences they are
subjected to in their daily lives.

Consequently, individuals should be free to con-
sent to receive, for instance, treatment that chemically
alters their brain activity when they anticipate that
these interventions will have a positive effect on their
well-being — on a mental and physical level. While
these interventions affect their mind in a way that
may escape their control, the choice to opt for these
treatment options should be open, given that the sub-
ject is accurately informed and willing to accept the
risks and side-effects. Consent to such MIs should be
freely given, informed, and specific. This is especially
relevant and challenging when it concerns vulnerable
persons. ‘Free’ means that consent is given volun-
tary and not obtained under coercive circumstances.
For instance, in situations where employers encour-
age the use of TBS to enhance focus, the hierarchi-
cal dynamic may pressure workers into using TBS
even without explicit obligation. This will compro-
mise their ability to provide free consent. ‘Informed’
implies that the subject should be fully aware of the
potential mental changes that may result from the MI.
In cases where the mental effects of certain actions,
such as neurotechnological interventions [39], may be
unpredictable, the subject should be informed about
these potential effects or informed that they are not
foreseeable. ‘Specific’ indicates that the MI cannot
extend beyond the intervention as described to the

Footnote 21 (continued)

developments. A key ethical question in this regard is whether
there should be limits to human enhancement, possibly based
on principles such as human dignity, or whether individual
autonomy should prevail. However, these important questions
will not be addressed in this paper.
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subject. For instance, when an individual consents to
the use of DBS, but the device is hacked and mali-
ciously controlled by a third party, any resulting
mental changes would not be covered by the initial
consent.”? Another example is individuals who freely
choose to participate in an educational program.
They consent to being exposed to certain thoughts,
ideas, and beliefs presented through specific educa-
tional methods aimed at engaging with their mental
states. However, this consent does not extend to, for
instance, re-education programs, as these may employ
methods — such as physical violence — go beyond
most traditional educational practices.??

In cases whereby MA is distorted or disarmed,
concealment will typically affect the success of a MI.
For example, in online microtargeting, individuals are
generally unaware of both the fact that, and the exact
manner in which their online data is collected, pro-
cessed, and aggregated to allow advertisers to more
effectively influence them. If users would be made
aware — through public education for instance — of
being subjected to such online influences, they could
enhance their ability to recognise and critically evalu-
ate their impact on their mental sphere. Moreover, if
website users would be required to explicitly consent
to the use of their data for improving the microtarget-
ing strategies to influence their online behaviour
(after being appropriately informed), a similar effect
may occur. An agent who discloses its intention to
influence the subject’s mental states, boosts the lat-
ter’s capacity to effectively engage their mental abili-
ties, enabling them to self-determine their thoughts,
emotions, beliefs, and intentions.

An interesting question in the normative assess-
ment of everyday Mls is whether there exists a pre-
vailing, basic level of consent to certain established
practices that constitute MIs. Revisiting the exam-
ple of the profiling of website users: do people who
browse online in 2025 implicitly accept that their
online experiences are manipulated by digital algo-
rithms? Similarly, when individuals visit a physical
store, do they implicitly consent to being exposed to
visual, auditory, and even olfactory stimuli designed

22 1t has been shown that brain stimulation devices and Brain-
Computer interfaces are vulnerable to hacking [82].

23 Tt should be noted that it might in some cases be difficult to
draw the line between acceptable and unacceptable education
practices.



Neuroethics (2025) 18:10

Page 150f20 10

to influence their decision-making and nudge their
behaviour? In other words: does engaging in estab-
lished societal practices imply implicit consent to
certain MIs? Or should there be a formal consent
procedure that explicitly informs users not only about
the collection of their online data but also about its
use for Al-driven influencing strategies? This is an
interesting line of inquiry when assessing established
societal practices against the normative framework
presented here.

Intent Intent is a fundamental aspect of every MI.
However, for an MI to qualify as an UMI, a specific
type of intent is required. To qualify as an UMI, the
agent must intend to bypass, distort, or disarm the
subject’s capacity to identify and reflect on mental
changes. Without intent, an UMI cannot occur [71].
This means that the agent must be aware that their
method of influencing the subject’s mind undermines
their capacity for MA. For instance, forcible admin-
istering neuropharmaceuticals inherently bypasses a
subject’s MA. Choosing this method to alter a sub-
ject’s mind indicates the intent to engage in an UMI
(if no consent was obtained). However, if there has
been a mix-up in an hospital treatment plan and a
neuropharmaceutical were mistakenly given to a
patient, the interference with that person’s mental
states would not constitute an UMI — and arguably
not even a MI if the originally intended medicine had
no psychoactive effects.

Nevertheless, it is useful to broaden the concept
of intentionality to include ‘non-accidental’ actions
[83]. This implies that an agent can intend to bypass,
deteriorate, or disarm MA without fully understand-
ing how the MI will specifically affect the subject’s
psychological processes. Agents do not necessarily
need to actively believe that their actions will amount
to an UMI, but upon reflection, they should recognise
it as a foreseeable consequence of their actions within
the broader context. For instance, an agent who
designs and implements an online algorithm with the
goal of steering users towards certain beliefs and feel-
ings about veganism, without engaging their critical
deliberation process, may not be fully aware of how
the algorithm achieves this. Even when third parties
purchase the same algorithm for political influencing,
their use of the algorithm cannot simply be consid-
ered innocent ignorance [84]. While direct intent may

be more difficult to prove in such cases, the mere fact
that the algorithm is designed to influence the beliefs,
intentions, emotions, and decision-making processes
of users in a way that exploits vulnerabilities and
evades cognitive engagement indicates its potential to
unduly influence people’s mental states. The inherent
functionality of the means for mental influencing ren-
ders the unacceptable character of MI non-accidental.
An agent can ‘be unconscious of the depth of their
intention’ [85], p.30, yet still act with that intention.

UMI and the Freedom of Thought

At present, the right not to have one’s thoughts imper-
missibly altered remains highly opaque. There is a
lack of established principles to determine whether
a MI violates the FoT. However, when this right has
been assessed by a court, some noteworthy conclu-
sions were reached. For example, the courts consider
power disparities when assessing whether there has
been undue influencing of thought. In Larissis and
Others v. Greece, the European Court of Human
Rights (ECtHR) discussed the distinction between
appropriate and inappropriate means of religious
influencing.>* In this decision, the power imbalance
between a high-raking officer attempting to convert
hierarchical subordinate soldiers to Jehovah’s Wit-
ness was an important factor in establishing improper
proselytism [86]. Similarly, in Kokkinakis v. Greece,
the ECtHR indicated that, when delineating between
appropriate and inappropriate influencing, the vul-
nerable status of the subject and the use of violence
and ‘brainwashing’ are significant considerations in
determining whether there is a violation of the FoT
[87]. Yet, while these rulings rightly highlight the
importance of contextual factors, they do not indi-
cate what ‘brainwashing’ means. They do not provide
a detailed, universally applicable analysis, defining
the decisive criteria for identifying impermissible
influence. Therefore, further development of the FoT
requires identifying the core conditions for interfer-
ence with the right not to have one’s thoughts altered,
and determining which factors would indicate that a

24 This case entailed an alleged violation of the right to reli-
gion (article 9 ECHR), but was decided on relevant elements
for the entire freedom of the forum internum.
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MI meets these conditions and exceed the limits of
acceptable persuasion.

The normative framework for identifying UMIs as
set out above can serve as a basis and guide ongoing
international academic and policy efforts to interpret
the FoT. Cases involving manipulation, coercion, or
modification of thought should be conceptualised as
abuses of power, where agents alter an individual’s
mind by using various tools and exploiting psycho-
social vulnerabilities to bypass, distort, or disarm an
individual’s mental abilities essential for MA. These
MlIs interfere with the Fol. This approach aims to
develop FoT with a central focus on protecting and
promoting MA [48]. It is crucial to refine this norma-
tive framework by integrating insights from psycho-
logical research on the mental abilities that underlie
MA and the methods of mental influence that inter-
fere with them.

It is crucial to underscore that significant questions
remain. What exactly constitutes ‘thought’? Does it
cover all mental states, or only specific thoughts, opin-
ions, or beliefs that carry significant weight and coher-
ence [2, 3]? Furthermore, how does the extended mind
thesis impact the scope of the FoT [88]? This remains
a topic of debate. Additionally, and closely linked to
the analysis above, is the question whether the protec-
tion offered by the FoTl against UMIs should be abso-
lute. Labelling all UMIs as violations of the FoT would
have profound implications, potentially categorising
established societal practices such as (forced) psychiat-
ric treatments or certain types of marketing strategies
as human rights violations. Therefore, balancing indi-
viduals’ interest in avoiding UMIs with broader societal
interests poses considerable challenges in shaping the
FoT. Should the law adopt a deontological approach,
where principled reasons mandate the absolute protec-
tion of MA regardless of specific circumstances? This
approach would advocate for preserving the absolute
character of the FOT, thereby suggesting that UMIs
are never justifiable. In that case, practices like forced
psychiatric interventions might need to be completely
banned, with significant consequences for healthcare
and public safety frameworks. Alternatively, should the
law take a more consequentialist stance, weighing the
harm caused by violating an individual’s MA against
other potential harms and interests, including bodily
integrity, personal well-being, and public safety? This
approach would suggest a relative protection of MA,
where UMIs may not always be covered by the absolute

@ Springer

protection of the FoT, but could instead fall under the
relative protection provided by the rights to privacy and
mental integrity [89, 90]. UMIs may be considered jus-
tifiable in cases where less intrusive measures — such
as AMIs — are inadequate to achieve a legitimate goal.
For example, persuading individuals to get vaccinated
for public health reasons by nudging them towards this
option, or medically intervening in a patient with an
acute psychiatric disorder without their consent to guar-
antee public safety, could be seen as justifiable.

Probably, a combination of absolute and relative
protections constitutes the most comprehensive and
effective human rights approach. UMIs that pro-
foundly impact an individual’s fundamental interests
should fall under the absolute protection of the FoT.
This absolute protection should be supplemented by
relative protection against UMIs that have a lesser
personal impact and may be justifiable, when pro-
portionate, in the light of a legitimate societal goal.
For instance, a MI that disarms a person’s capacity
for MA may be a proportionate measure to pursue a
legitimate goal (e.g., government nudging towards
healthy lifestyle choices), but may violate one’s right
to mental integrity when pursued for other goals (e.g.,
nudging consumers solely for economic gain). Simi-
larly, using neurostimulation devices to interfere with
an imprisoned person’s brain and affect their men-
tal states could be considered disproportionate (due
to violation of both mental and bodily autonomy),
despite the potentially legitimate aim of ensuring pub-
lic and personal safety, while pursuing the same goal
through talk-therapy may be deemed proportionate.
This relative protection against UMIs leaves room for
a nuanced, case-by-case balancing of interests, and
should be complemented by the absolute protection
of the FoT when an individual’s fundamental interests
are violated in a way that would never be acceptable
(e.g., impermissible interference with political opin-
ions or sexual orientation). It is important to empha-
sise that this approach requires careful consideration
of how the respective scopes of absolute and relative
protection are interact.

Conclusion
The analysis suggested a guiding conceptual and

normative framework for the moral evaluation of
MIs. When individuals exert mental influence by
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intentionally bypassing, distorting, or disarming
another’s MA, this form of mental influencing is
morally problematic and constitutes an UMI. This
framework needs further integration of insights from
behavioural sciences (including social and develop-
mental psychology) to identify and clarify the mental
abilities underlying MA, and enabling individuals to
identify, evaluate, and endorse changes to their men-
tal states. This necessary refinement of the framework
would allow for a more fine-grained outline of how
UMIs operate in real-life cases, and which (groups
of) individuals may be particularly susceptible. This
further elaboration is needed for an effective opera-
tionalisation of the moral criterion of MA to apply in
specific, real-life situations.

This normative framework for identifying UMIs
should inform the interpretation of the FoTl, which
holds protection against impermissible alterations of
thought. A case-by-case contextual assessment should
enable the determination as to whether individuals
abuse their position of power vis-a-vis another person
in order to bypass, distort, or disarm their MA, and
thereby violates their FoT. Yet, the question remains
as to whether the FoT should categorically pro-
hibit any UMI. From a deontological point of view,
such a prohibition appears justified, as the inherent
value of MA dictates that individuals should never
be treated in a way that denies their autonomy and
objectifies them in social interaction. Alternatively,
a consequentialist approach may be deemed more
pragmatic, as it would allow for UMIs under certain
circumstances where a careful balancing of interests
indicates that other fundamental interests rooted in
human dignity —such as personal well-being and pub-
lic safety— would justify infringing upon MA.

Ultimately, the conclusion of this analysis raises
challenging legal and public policy questions about
which forms of interference with the mind should be
deemed unacceptable. Established practices such as
forced psychiatric interventions may need to be com-
pletely banned in light of this analysis, with far-reach-
ing consequences for current practices in healthcare
and public safety law. Moreover, the operationalisa-
tion of MA may lead to the realisation that certain
marketing strategies, currently deemed acceptable,
actually constitute UMIs. As McCarthy-Jones notes,
powerful financial interests inherent in the neolib-
eral market system may resist legal action based on
these conclusions [91]. Are we prepared to reconsider

entrenched (capitalist) practices in the name of FoT,
even if it means significant disruption to the existing
economic framework? Similarly, political interests
within social democratic systems may incite reluc-
tance of stringently protecting MA, as interferences
may contribute to the advancement of a social good.
These considerations are crucial when further elabo-
rating on the scope and meaning of key elements of
the FoT. As aptly stated: ‘If the first serious inter-
national attempt to define the right to freedom of
thought does not alarm you, you’re not paying atten-
tion’ [86], p. 27.
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